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Introduction

Estimating the second moment matrix is central to statistics and machine learning.
We focus on achieving differential privacy guarantees even for worst-case inputs
under a new assumption: subsamplability.

Subsamplability Assumption

A dataset X is (m,α, β)-subsamplable
if a random subsample of m′ ≥ m
points yields a spectral approximation
of the second moment:
Pr[(1−α)Σ ⪯ Σ̂ ⪯ (1+α)Σ] ≥ 1−β.
This property enables robust DP
estimation with only minimal
assumptions.

Figure 1. Subsamplability Illustration

Our Contributions

We Present a new algorithm that achieve strong privacy-utility trade-offs even for
worst-case inputs under subsamplability assumptions on the data.
Building upon subsamplability, we give a recursive algorithmic framework similar
to Kamath et al. [3] that abides zero-Concentrated Differential Privacy (zCDP)
while preserving w.h.p the accuracy of the second moment estimation upto an
arbitrary factor of (1± γ).
We then show how to apply our algorithm to approximate the second moment
matrix of a distribution D, even when a noticeable fraction of the input are
outliers.

Guarantees

Let Ptail =
x ∈ X : ∃u ∈ Rd : ⟨x, u⟩2 > m(1 + α) · 1

nΣx∈X⟨x, u⟩2
.

If the input is (m,α, β)-subsamplable with β = O(α/ log(R)) and α ≤ 1/2, then
w.h.p.:

(1− γ)Σeff ⪯ Σ̃ ⪯ (1 + γ)Σ

where Σeff = 1
nΣx∈X\Ptail

xxT .

Figure 2. Highlighting the Effective Spectral Guarantee

Comparison to Prior Work

Brown et al. [2]: Require that every data point has bounded leverage. Their
algorithm fails or degrades under even a small number of high-leverage outliers.
Previous Work: Prior algorithms rely on strong distributional assumptions
(e.g., Gaussians, sub-Gaussian tails) or on restrictive bounded-norm constraints.
Beyond Subsample and Aggregate: Our algorithm improves over classical
frameworks like Subsample-and-Aggregate, which tolerate far fewer outliers and
require smaller contamination rates (η = Õ(γ2/d) vs. ours: η = Õ(1/d)).

Main Algorithm

Input: (X, κ,R,C, T, ξ, ρ)

Add noise: Σ̃← 1
nXX

T +N where N ∼ GUE( R
2

n
√
ρ)

κ ≤ C ? Return Σ̃

Find V : eigenvectors with λ ≥ ψκ where ψ = O(1/m)

Π← ηΠV + ΠV ⊥ where η = 1/2

Project and rescale: Y ←
√
8/7 · ΠX

Shrink: Xnext← S(Y )

Recursive call on Xnext with updated (3
7κ,

√√√√3
7R)

Return 7
8Π−1ΣrecΠ−1

Yes

No

Applications

We study the problem of estimating the second moment matrix of a distribution D,
where the input is corrupted by an η-fraction of arbitrary outliers. Consider D to be
a distribution that for any α, β > 0 is m(α, β)-subsamplable for m = O(d ln(d/β)

α2 ).
We thus denote the second moment matrix of the input as Σ = (1−η)ΣD+ηΣout.

Our Guarantee: Our method succeeds if a small random subsample is a good
spectral approximation. It tolerates many high-leverage outliers so long as
η = Õ(1/d) and Σout ⪯ O(1/η)ΣD. Under these conditions, our DP algorithm
returns Σ̃ ⪰ (1−O(γ))ΣD w.p. ≥ 1− ξ.
Sample Complexity: baseline: Õ( d2

γ3√ρ) vs. ours: Õ( d
γ2 + d3/2

γ
√
ρ)

Want to knowmore?

https://arxiv.org/abs/2505.14251
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